Google Drive

Softwar e Security Engineering: A Guidefor
Project Managers

Julia H. Allen, Sean Barnum, Robert J. Ellison, Gary McGraw, Nancy R. Mead

Download now

Click hereif your download doesn"t start automatically


http://zonebook.me/go/read.php?id=032150917X
http://zonebook.me/go/read.php?id=032150917X
http://zonebook.me/go/read.php?id=032150917X

Software Security Engineering: A Guide for Project Managers

Julia H. Allen, Sean Barnum, Robert J. Ellison, Gary McGraw, Nancy R. Mead

Softwar e Security Engineering: A Guidefor Project Managers JuliaH. Allen, Sean Barnum, Robert J.

Ellison, Gary McGraw, Nancy R. Mead

“This book’ s broad overview can help an organization choose a set of processes, policies, and techniques

that are appropriate for its security maturity, risk tolerance, and devel opment style. This book will help you

under stand how to incorporate practical security techniques into all phases of the development lifecycle.”
—Steve Riley, senior security strategist, Microsoft Corporation

“There are books written on some of the topics addressed in this book, and there are other books on secure
systems engineering. Few address the entire life cycle with a comprehensive overview and discussion of
emerging trends and topics as well asthisone.”

—Ronda Henning, senior scientist-software/security queen, Harris Corporation

Software that is devel oped from the beginning with security in mind will resist, tolerate, and recover from
attacks more effectively than would otherwise be possible. While there may be no silver bullet for security,
there are practices that project managers will find beneficial. With this management guide, you can select
from a number of sound practices likely to increase the security and dependability of your software, both
during its development and subsequently in its operation.

Software Security Engineering draws extensively on the systematic approach developed for the Build
Security In (BSl) Web site. Sponsored by the Department of Homeland Security Softwar e Assurance
Program, the BS| site offersa host of tools, guidelines, rules, principles, and other resourcesto help
project manager s addr ess security issuesin every phase of the softwar e development life cycle (SDLC).
The book’s expert authors, themselves frequent contributorsto the BSI site, represent two well-known
resourcesin the security world: the CERT Program at the Softwar e Engineering I nstitute (SEI) and
Cigital, Inc., a consulting firm specializing in softwar e security.

This book will help you understand why

- Software security is about more than just eliminating vulnerabilities and conducting penetration tests

- Network security mechanisms and I T infrastructure security services do not sufficiently protect application
software from security risks

- Software security initiatives should follow a risk-management approach to identify priorities and to define
what is “good enough” —understanding that software security riskswill change throughout the SDLC

- Project managers and software engineers need to learn to think like an attacker in order to address the range
of functions that software should not do, and how software can better resist, tolerate, and recover when
under attack
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From reader reviews:
Jesse Valles:

Do you certainly one of people who can't read satisfying if the sentence chained from the straightway, hold
on guysthiskind of aren't like that. This Software Security Engineering: A Guide for Project Managers book
is readable simply by you who hate the perfect word style. Y ou will find the data here are arrange for
enjoyable reading through experience without leaving perhaps decrease the knowledge that want to give to
you. The writer of Software Security Engineering: A Guide for Project Managers content conveys the idea
easily to understand by alot of people. The printed and e-book are not different in the content material but it
just different by means of it. So, do you still thinking Software Security Engineering: A Guide for Project
Managersis not loveable to be your top checklist reading book?

Patsy Phan:

Information is provisions for individuals to get better life, information currently can get by anyone with
everywhere. The information can be a knowledge or any news even an issue. What people must be consider
while those information which isinside former life are hard to be find than now is taking seriously which one
is appropriate to believe or which one the actual resource are convinced. If you receive the unstable resource
then you get it as your main information there will be huge disadvantage for you. All those possibilities will
not happen inside you if you take Software Security Engineering: A Guide for Project Managers as the daily
resource information.

Johnny Sutton:

Y ou may spend your free time to study this book this publication. This Software Security Engineering: A
Guide for Project Managersis simple to develop you can read it in the park your car, in the beach, train along
with soon. If you did not possess much space to bring typically the printed book, you can buy the e-book. It
is make you better to read it. Y ou can save the actual book in your smart phone. Consequently there are alot
of benefits that you will get when you buy this book.

Henry Heath:

A number of people said that they feel bored when they reading a guide. They are directly felt this when they
get ahalf portions of the book. Y ou can choose the particular book Software Security Engineering: A Guide
for Project Managers to make your own reading isinteresting. Y our skill of reading proficiency is
developing when you like reading. Try to choose simple book to make you enjoy to see it and mingle the
idea about book and examining especially. It isto befirst opinion for you to like to open up abook and go
through it. Beside that the reserve Software Security Engineering: A Guide for Project Managers can to be a
newly purchased friend when you're feel alone and confuse in what must you're doing of the time.
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