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Secure Coding in PL/SQL is a thought-provoking book laying out the core issues that you may come across
that can make your PL/SQL be the cause of a security breach or loss of data for your organization. Data theft
is becoming so common that even the BBC evening news talks about data breaches, hackers, identity theft,
and much more on a seemingly regular basis with no consideration now for what was a technical subject just
a short time ago. The public is aware of data theft and loss, so you as a PL/SQL developer must also be
aware of the key threats and causes.

Secure Coding in PL/SQL starts with the basics: why data is insecure, what makes it insecure, why the way
Oracle Database works causes concern over securing of data, and what we as practitioners of Oracle
Database and PL/SQL inadvertently do to make matters worse. Focus is on issues and their underlying
causes, helping you to first understand why an issue even exists, and then laying out a solution. The author is
an expert in the subject of PL/SQL security and data security in general, and is well-known for his expertise
in design, good coding practice, and ideas and methods for security.

Secure Coding in PL/SQL starts with why data can be insecure in your database, investigating poor design
choices and advising best practice. The book also covers all common insecure coding techniques that allow
data loss or your code to be an attack vector for hackers. The author then looks at best practice with realistic
techniques and tips that can be used to ensure securely coded PL/SQL. The book also investigates why your
PL/SQL itself can be the target of attack. Some attackers may simply steal your code and use it as a black
box, or they may be more interested in learning the algorithms that you have used in order to exploit holes in
those algorithms in an attack. We explore techniques to prevent such things. The book completes with a
discussion on next steps such as creating policies, and testing and scanning of existing or new PL/SQL code.

What you’ll learn

Learn why data can be insecure in an Oracle database●

Grasp the ground rules for good code and data design●

Avoid insecure coding style and detect insecure code●

Follow ground rules and practices for writing code to withstand attack●

Secure your PL/SQL source code itself, from theft and from loss of intellectual property rights●

Implement automated testing of new and existing code to ensure compliance with policies and best practice●

Who this book is for

Secure Coding in PL/SQL is aimed squarely at programmers responsible for writing PL/SQL that runs inside
an Oracle Database Instance. The book is also helpful to database administrators tasked with ensuring the
security of their databases against malicious attack and data theft.
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From reader reviews:

Maria Jennings:

What do you in relation to book? It is not important along with you? Or just adding material when you need
something to explain what your own problem? How about your time? Or are you busy individual? If you
don't have spare time to complete others business, it is make one feel bored faster. And you have time? What
did you do? Every person has many questions above. They must answer that question since just their can do
which. It said that about book. Book is familiar in each person. Yes, it is correct. Because start from on jardín
de infancia until university need that Secure Coding in PL/SQL to read.

Jennie Groth:

Do you among people who can't read gratifying if the sentence chained inside straightway, hold on guys this
specific aren't like that. This Secure Coding in PL/SQL book is readable by means of you who hate those
straight word style. You will find the details here are arrange for enjoyable looking at experience without
leaving actually decrease the knowledge that want to offer to you. The writer connected with Secure Coding
in PL/SQL content conveys objective easily to understand by many people. The printed and e-book are not
different in the written content but it just different such as it. So , do you nevertheless thinking Secure
Coding in PL/SQL is not loveable to be your top checklist reading book?

Elaine Roberts:

Don't be worry when you are afraid that this book can filled the space in your house, you can have it in e-
book technique, more simple and reachable. This particular Secure Coding in PL/SQL can give you a lot of
good friends because by you investigating this one book you have factor that they don't and make you more
like an interesting person. That book can be one of a step for you to get success. This book offer you
information that maybe your friend doesn't understand, by knowing more than different make you to be great
folks. So , why hesitate? We need to have Secure Coding in PL/SQL.

Ward Beaver:

Book is one of source of understanding. We can add our understanding from it. Not only for students but also
native or citizen want book to know the up-date information of year to help year. As we know those ebooks
have many advantages. Beside we all add our knowledge, also can bring us to around the world. With the
book Secure Coding in PL/SQL we can consider more advantage. Don't one to be creative people? To be
creative person must like to read a book. Just choose the best book that acceptable with your aim. Don't
always be doubt to change your life at this book Secure Coding in PL/SQL. You can more appealing than
now.
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