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Your expert guide to information security

As businesses and consumers become more dependent on complex multinational information systems, the
need to understand and devise sound information security systems has never been greater. This title takes a
practical approach to information security by focusing on real-world examples. While not sidestepping the
theory, the emphasis is on developing the skills and knowledge that security and information technology
students and professionals need to face their challenges. The book is organized around four major themes:
* Cryptography: classic cryptosystems, symmetric key cryptography, public key cryptography, hash
functions, random numbers, information hiding, and cryptanalysis
* Access control: authentication and authorization, password-based security, ACLs and capabilities,
multilevel and multilateral security, covert channels and inference control, BLP and Biba's models, firewalls,
and intrusion detection systems
* Protocols: simple authentication protocols, session keys, perfect forward secrecy, timestamps, SSL, IPSec,
Kerberos, and GSM
* Software: flaws and malware, buffer overflows, viruses and worms, software reverse engineering, digital
rights management, secure software development, and operating systems security

Additional features include numerous figures and tables to illustrate and clarify complex topics, as well as
problems-ranging from basic to challenging-to help readers apply their newly developed skills. A solutions
manual and a set of classroom-tested PowerPoint(r) slides will assist instructors in their course development.
Students and professors in information technology, computer science, and engineering, and professionals
working in the field will find this reference most useful to solve their information security issues.

An Instructor's Manual presenting detailed solutions to all the problems in the book is available from the
Wiley editorial department.

An Instructor Support FTP site is also available.
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From reader reviews:

Kelli Valverde:

This Information Security: Principles and Practice are generally reliable for you who want to be described as
a successful person, why. The reason why of this Information Security: Principles and Practice can be one of
many great books you must have will be giving you more than just simple studying food but feed you
actually with information that maybe will shock your previous knowledge. This book is actually handy, you
can bring it all over the place and whenever your conditions throughout the e-book and printed ones. Beside
that this Information Security: Principles and Practice giving you an enormous of experience including rich
vocabulary, giving you trial of critical thinking that we know it useful in your day activity. So , let's have it
and enjoy reading.

James Collins:

The reserve untitled Information Security: Principles and Practice is the book that recommended to you to
study. You can see the quality of the publication content that will be shown to anyone. The language that
author use to explained their ideas are easily to understand. The copy writer was did a lot of study when
write the book, hence the information that they share to you is absolutely accurate. You also could get the e-
book of Information Security: Principles and Practice from the publisher to make you considerably more
enjoy free time.

Faye Pearson:

The publication with title Information Security: Principles and Practice posesses a lot of information that you
can learn it. You can get a lot of help after read this book. This particular book exist new knowledge the
information that exist in this guide represented the condition of the world at this point. That is important to
yo7u to know how the improvement of the world. That book will bring you throughout new era of the
syndication. You can read the e-book on your own smart phone, so you can read this anywhere you want.

Sharon Baker:

Reading a book make you to get more knowledge from this. You can take knowledge and information from a
book. Book is prepared or printed or outlined from each source in which filled update of news. On this
modern era like right now, many ways to get information are available for a person. From media social just
like newspaper, magazines, science publication, encyclopedia, reference book, novel and comic. You can
add your understanding by that book. Are you hip to spend your spare time to spread out your book? Or just
trying to find the Information Security: Principles and Practice when you necessary it?
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